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Start in Primary 
Vault
As per schedule is it time to change 
privileged account’s password?
OR
Has PAM admin triggered the password 
change to happen immediately?






Is it first time 




password in vault, 
generate a new 
future password 







change on target 
= Password 
generated above
Password update on 
target is success?
YES




Set next password 
change schedule 
time for the account
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Start









SSO by injecting 
“Password for 
injection”













If the (current system time >=  
Scheduled password change time) AND 









Is mode = 
current?
YES








Is Attempt = 2
YES
NOIf current password != 
Password injected?
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Update password rotation is success
 and request to generate new password.
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